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Status 

I) 13 Responsive to communication(s) filed on 22 July 2005 . 

2a)D This action is FINAL. 2b)K This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 1 1 , 453 O.G. 213. 
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5) D Claim(s) is/are allowed. 
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DETAILED ACTION 

1 . Claims 1,10, and 26-28 remain for examination. The correspondence filed 
7/22/05 did not add, amend, or cancel any claims. 

Response to Arguments 

2. Applicant's arguments with respect to claims 26-28 have been considered but are 
moot in view of the new ground(s) of rejection. 

3. It is noted that Applicant has again refrained from filing a terminal disclaimer in 
response to the double patenting rejections of claims 1 and 26 in the previous Office 
Action. Accordingly, those rejections are maintained. 



Allowable Subject Matter 

4. The indicated allowability of claims 1,10, and 26 is withdrawn in view of the 
newly discovered reference(s) to Chuang and Kangas. Rejections based on the newly 
cited reference(s) follow. 

Claim Objections 

5. Upon further examination, claim 1 is again objected to under 37 CFR 1 .75 as 
being a substantial duplicate of claim 26. When two claims in an application are 
duplicates or else are so close in content that they both cover the same thing, despite a 
slight difference in wording, it is proper after allowing one claim to object to the other as 
being a substantial duplicate of the allowed claim. See MPEP § 706.03(k). 



Application/Control Number: 09/783,112 
Art Unit: 2135 



Page 3 



Double Patenting 

6. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. See In re Goodman, 1 1 
F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 
1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 
418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321(c) may be 
used to overcome an actual or provisional rejection based on a nonstatutory double 
patenting ground provided the conflicting application or patent is shown to be commonly 
owned with this application. See 37 CFR 1.130(b). 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 



7. Claims 1 and 26 are rejected under the judicially created doctrine of 
obviousness-type double patenting as being unpatentable over claim 8 of U.S. Patent 
No. 6,252,961. Although the conflicting claims are not identical, they are not patentably 
distinct from each other because the patent claim recites every element from the claims 
of the instant application except for two details. With regards to the ECC block that is 
coded according to an error code correction method, this element is a tautology that 
adds no new matter over the claim in the instant application; a block of ECC-coded data 
must, by definition, be encoded according to an error code correction method. With 
regards to the encryption mask being encoded according to the same error code 
correction method, note that the patent teaches that the disclosed system would 
function correctly even if the encryption mask contained errors (Hogan, column 5, lines 
60-63). Therefore, it would have been obvious to one of ordinary skill in the art to omit 
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this step, as it would not disrupt the functioning of the remaining elements while 
simplifying the overall design. See In re Karlson 136 USPQ 184 (CCPA 1963) 



Claim Rejections - 35 USC § 103 

8. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

9. Claims 1,10, and 26-28 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Chuang (U.S. Patent 6,003,151), and further in view of Kangas (U.S. 
Patent 5,355,412). 

Referring to claims 1 and 26: 

Chuang discloses a system comprising a computer bus (col. 7, lines 10-15), a 
host processor [programmed to perform error code correction] (e.g. col. 4, lines 45-50), 
and a drive for providing an encryption mask, the drive performing a bitwise XOR of an 
encryption mask and a block of ECC-encoded data and the drive providing the 
[encrypted] block to the computer bus, whereby an [encrypted] block can be sent to the 
host processor (col. 3, lines 1-30). 

Chuang does not explicitly teach that the output of the bitwise XOR is an 
encrypted block, nor that the host processor then performs error code correction on said 
encrypted block. However, Kangas teaches that one can XOR blocks ECC-encoded 
data (col. 2, lines 10-40), and that the host processor can then perform additional error 
code correction (col. 3, line 50 - col. 4, line 20). It would have been obvious to one of 
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ordinary skill in the art at the time the invention was made to use XOR as an encryption 
method in the system disclosed by Chaung. The motivation for doing so would be to 
encrypt error-corrected coded data in such a way that one to preserve the error- 
correction information, so that one can perform additional operations on the data without 
requiring the user to open and decrypt the private data (Kangas, col. 1, lines 30-35). 

Referring to claims 27 and 28: 

Chuang discloses a drive comprising a reader and a controller programmed to 
perform a bitwise XOR of an [encryption] mask and a block of ECC-encoded data 
(Figures 3 and 5, and col. 3, lines 1-30) and the controller being further programmed to 
output the encrypted block (col. 4, lines 45-50). 

Chuang does not explicitly teach that the output of the bitwise XOR is an 
encrypted block. However, Kangas teaches that one can XOR blocks ECC-encoded 
data (col. 2, lines 10-40). It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to use XOR as an encryption method in the system 
disclosed by Chaung. The motivation for doing so would be to encrypt error-corrected 
coded data in such a way that one to preserve the error-correction information, so that 
one can perform additional operations on the data without requiring the user to open 
and decrypt the private data (Kangas, col. 1 t lines 30-35). 
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1 0. Claims 27 and 28 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Hung et al. (U.S. Patent 5,343,525) and further in view of Kangas (U.S. Patent 
5,355,412). 

Referring to claims 27 and 28: 

Hung teaches a drive comprising a reader (col. 3, lines 5-10) and a controller 
programmed to perform a bitwise XOR of an encryption mask and a block of [ECC- 
encoded] data, a product of the bitwise XOR being an encrypted block, the controller 
further being programmed to output the encrypted block (col. 2, lines 30-60). Hung 
places no limitations on the type of data that can be encoded, and thus does not 
explicitly teach that ECC-encoded data can be encrypted. However, Kangas teaches 
that a block of error-corrected code can be encrypted (Kangas, col. 2, lines 10-40). It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to permit the encryption of error-corrected data. The motivation for doing so 
would be to encrypt error-corrected coded data in such a way that one to preserve the 
error-correction information, so that one can perform additional operations on the data 
without requiring the user to open and decrypt the private data (Kangas, col. 1 , lines 30- 
35). 
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Conclusion 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: "Joint Encryption and Error Correction Schemes" ©1984 IEEE. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tom Gyorfi whose telephone number is (571) 272-3849. 
The examiner can normally be reached on 8:30am - 5:00pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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